Cartography, privacy and surveillance:
Are some parts of the Web better left

Martin Dodge

Centre for Advanced Spatial Analysis, University College London
Web: espaces de navigation, objets d’exploration, 13t May 2004



“... we have every reason to believe that
cyberspace, left to itself, will not fulfill the
promise of freedom. Left to itself, cyberspace
will become a perfect tool of control ... The
invisible hand of cyberspace is building an
architecture that is quite the opposite of what
it was at cyberspace’s birth.”

Lawrence Lessig, Code and Other Laws of Cyberspace
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UK 'spied on UN's Kofi Annan'

British spies listened in to UN
Secretary General Kofi
Annan's office in the run up
to the Iraq war, former UK i
cabinet minister Clare Short " .
says.

BB E-mail this to a friend

M= Short said she had read
transcripts of some of Mr
Annan's conversations,

Ms Short zavs she expects there are
transcripts of calls to Mr Annan

She said she recalled thinking,

as she talked to Mr Annan: "Oh dear, there will be a transcript

of this and people will see what he and I are saying."

Tony Blair said the claims were "deeply irresponsible" and
appeared to cast doubt on her future as a Labour MP.

Short's future?

UM officials said they did not know whether the allegations

were true or not, but say such actions would have been
illegal.

The secretary general's spokesrman, Fred Eckhardt, said
Annan had nDthmg to h|de and that anyaone who wanted
st had to ask him to his f3

£ the prime minister was
brt's cormments.
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ID card trials to start next weeak

Trials of identity Cards are (o g
b launched next week, the

BBEC has learnt.

1 |

The pilot will involve 10,000

wolataars and ba run feom the
Pagspart Offica in Landan and

thre= other centres around

Bricain.

Tha govamment hopes tha piletan oeinien | 19 QRsT Mot
scheme wil pave the way for
compLisory idantity cards for evenyone within the rast

decade,

Ministars are due to set out detais of plars for 3 nationwide
identity database on Manday.

Biometric options

They will pubksh craft lagislation & Home Secratary Dawid
Blurkett s&y=s he wahts a Bl paving tha way far the scharme
to b passed before the nest gersaral slection

Camying false idantity papars 5 also to be mada 3 speoific
offence for the first time under the plans, with offanders
Facing up ta 10 paars n jal, say government sources.

| _,\_‘

The University and its
- constituent Colleges
operate 24 hour
CCTYV surveillance

In-ug_ou are beiry recorded for the purposes of crimae
preventian and detectian, Ploase comact 020 THEZ 2133 far
lurthar informaticn abaul the schema.

This scheme Is contrallod by: The Bniversity of Londam,
Senate House, Madet Stres, Lopdon,WG1E THLU

= WATCHALTATEN TO RRC NEWS

B Prrkabls vsraicn

WATCH ANELISTEN
The BEC's Shaun Ley
“Brorving thes proposed cerds can't
be feloed iz an importank skags in
minning over doubiers”

=~‘15

& back an [0 schems

LARCFER'S T C&RD FLAMS

LATEST STORIES

b card & to ctoet
¥ Py L cards'
1D cards hawe 'hidden dangsrs'
F Wt chied Dacks identity cards

b 10 cards ‘could warsen raosm’

| Wil thew work?
The pros and cors of
0 cards
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WATCHING THE WEB
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Spying software watches you work

Spyware has infected almost
all companies polled for a
survey about web-using
habits at work.

Mine aut of 10 of the
technology managers
guestionad said machines at
their firm had programs that

spied an the browsing habits of
staff Spyware watches vou from a
; distance

The computer staff estimated that, on average, 29% of work
PCs had spyware surreptitiously installed on them.

By contrast only 6% of users guestioned believed that the
machine they use had been infected by such =software.

Browsing risk




Perfect panopticon for commerce?

According to Ron Kohavi director of data mining and personalization at Amazon.com

The Web: Good

@BLHE MARTINI

The web is a special channel with huge advantages for
mining data

“Perfect” data collection is possible

Every interaction (page view, search, form) can be recorded

Views and transactions (e.qg., purchases) are easily correlated
A lot of data is available quickly

Even a small site selling 5 items an hour will have 1.6 million page
views after the first month

Electronic collection more reliable other channels where data
is entered by hand

Actionable — easy to change things online @

The web is also a place for customers to do research.
Forrester claims that “29% of the online population researched

purchases online to buy them offline” and that the web “will
influence 26% of total retail sales” by 2005

(source: http://robotics.stanford.edu/users/ronnyk/etailKohavi.pdf)



Defining privacy
e Justice Brandeis (1890), “the right to be let alone’

e modern privacy benchmark, at an international level,
can be found in the 1948 Universal Declaration of
Human Rights, which specifically protects territorial
and communications privacy. Article 12 states:

e ‘No one should be subjected to arbitrary interference
with his privacy, family, home or correspondence, nor
to attacks on his honour or reputation. Everyone has
the right to the protection of the law against such
interference or attacks.’ www.un.org/Overview/rights.html)

» the power to control what others can come to know
about you



Web and individual privacy

e nothing new.
ongoing
tension and
debate

e Most express
concern but
actions are
ambivalent
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Google's Gmail sparks privacy row

ER E-rmail thiz to a friend

Internet search engine
Google's plans for a free
email service have come
under fire from privacy
campaigners.

GI\_/I?;J”

Google is devising Gmail as a t’"(""ﬂmﬂlr BETA
rival to Microsoft's Hotmail and

to ¥ahoo!

Privacy campaigners have
objected to plans to send users adverts linked to the content
of messages, and to the permanent storage of email.

Campaign group Privacy International has filed a complaint
with the UK Information Commissioner, Reuters news agency
reported.

The Information Commissioner's job is to make sure
organisations comply with a web of laws safeguarding privacy
and freedom of information,

Online snooping?

Privacy International objects to Google's plans to send users
links to adwvertising based on a computer scan of their
correspondence, and presumed interests,




Expectations of anonymity
and rlghts to privacy?

' File Edit View Go Bookmarks Tools  Window Help  Debug
i - \:a E hetp: e, ol ac, ukfprivacy monikoring. htm - 5earch| r_'_'_i b
Back, Farward Reload  Stop L& pilf K il d | 2 Print

UCL

Privacy Home
Hurman Rights
Data Protection
Monitaring
Related Links

4Tk Home | \,‘!Bookmarks 4 The Mozila Organiza. ..

UCL Online »» Privacy

& Latest Builds

SEARCH UCL I— _I

Privacy

Monitoring Communications

There are circumstances where UCL may monitor or record communications made using its computer
and telecommunication systems.

Communications on or through University College London's computer and telephone systems may be
monitored or recorded to secure effective system operation and for other lawful purposes.

Routine monitoring, carried out to ensure our systems are performing properly, normally involves only
aggregate anonymous data and does not identify individuals or the contents of their communications
{counting the number of e-mail messages we relay every day, for example). However, there are
circumstances where UCL may collect information which can be associated with an individual's
communications, This may be done, for instance, to prevent or detect crime; to investigate or
detect unauthorised use, including the use of systems outside UCL; or if it is necessary to ensure
the effective operation of our systems.

Monitoring may only be carried out with the written authority of the Director of Information Systems,
the Director of Management Information Systems, the Head of the UCL Computer Security Team, or
Head of Department (in connection with the relevant departmental facilities); the Data Protection
Officer should also be infarmed if personal infarmation is to be gathered. Recards should be
maintained documenting:

1. the reason for maonitoring

2. the scope of the monitoring

3. the intended duration

4. the names or job titles of those who will be carrying out the monitaring

Unauthorised monitoring may give rise to civil or criminal liability.

& very clear document containing examples of how the legislation applies in practice has been
produced by the loint Information Systems Committee, which promotes the use of information
systems and information technaology in Higher and Further education across the UK. It can be
downloaded from http: /fwww jisc.ac.uk/index. cfm?name=pub_smbp_ripa
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Leaky browsing

gemal.dk - BrowserSpy - Mozilla {Build ID: 2002082606} = Iﬁ' |_>ﬂ
. File Edt View Go Bookmarks Tools ‘Window Help |

il 0 O @ O |Ehttp:Il'll'www.gemal.dkl'brnwserspyll' l [QSearch l (:Sga .

. &% Home | EJBookmarks

r s

You're here: Home - BrowserSpy

HOME AND BLOG BI’OWSEI’SPV

+ Horme and Bleg T TTTTTTTTTTTTTTTOT e ek e A

:%ies BrowserSpy can tell yvou all kinds of detailed information about you and

S Feads yvour browser. Stuff like the version of your browser. What kind of
things it supports and what it doesn't support. Furthermare it can provide you

detailed information about JavaScript, Java, Plug-ins, Components, Bandwidth,

BROWSERSPY
SENSE e s e e e e

Privacy to the ultimate test!

Mﬁ Privacy to the ultimate test

+ Pri |
e http:ffwww.germal. dk/browserspys

Description

+ Plugsins [&bout BrowserSpy IWhat'S all this about...?
* Build I~ [
+ dostrnoz | Basic Information | Browser warsion, name, etc...
# Gecka Stats I T T ; o z :
+ Linky Accept Information What kind of documents, encodings, languages,
* Launchy charsets, etc does your browser suppaort...
+ Blogupdates I il : = i

Acrobat Information Is Adobe Acrobat installed and what wversion is
PICTURES L ,:SUpportEd"'
:% Activesr Information Is Activex / Geckoactivex enabled or disabled...

rave t + {
Pl AFC Information yhat version of Application Foundation Classes (AFC)
is installed...?
ABOUT [ | Internet Explorer anly!
:Eﬂe's& Bandwidth Information How fast is your Internet connection..,
jgAlSras C Drive Information | Can your C Drive be shown...?
Internet Explorer anly!

Soniatl CD ROM Infarmation |Mumber of CD REOM Drives and drive letter..,
* Feedback Internet Explarer Only!
+ Contack E 1 i

Certificate Information What certificates do you have installed...?
HELP Misc Certificate |Do you have the Root Yerisign certificate installed...?

:g_ela e Information
Copuright s

I | o
im B8 .http:,","www.gemal.dk;‘browser:pvf T e




Basic Information

Shows some of the basic infarmation awvailable in the browser, i:_l--:;/
Yariable Setting

appMame Microsoft Internet Explarer

appCodeMame Mozilla

apptersion 4.0 {compatible; MSIE 6.0; Windows NT 5.07

appMinoryersion
IE real version
Uzeragent
Security Palicy
Browser Mame
Dperating System

Platfarm

Connection Type

®B6 - ®B6 Compatible pro

; SP1; 0810847, QB813951;

6.0 - 6,0,2800,1106

Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.0)
Property not supported or blank!

Internet Explarer 6

Windows - Windows 2000

Win32 - \Windows 3Z2-hit platform

Date Information

true - The system is in g|------------mmmmmmmmmm oo

modern - You are conned Time and date information from your system,

Yariable

Setting

Time and date

GMT'ed
Locale String
Time-Zone offset

Milliseconds since lanuary 1, 1970,
oo o0; 00

Internet Beat

Mon May 3 19:28:47 UTC+0100
2004

Mon, 3 May 2004 18:28:47 UTC
03 May 2004 19:28: 47

| -60 minutes

1033605927000

[ @811




‘Privacy through obscurity’

 liberties come, in large part, because of the
inherent administrative inefficiencies in surveillance

e rapid developments in data mining of online
interactions are changing the balance:
- looking deeper, easy zero in on a single person

- looking backwards. many more things kept and getting kept
for longer time

- profiles across time and space. prediction of future

e unintended leakage, permeable borders to private
information

e widening access. ‘bottom-up’ surveillance. anyone
can google me. (e.g. Google access to Usenet
archives; Way Back Machine at Internet Archive)



Googledorks!

jehnny . ihackstuff com

Welcome, guest! Please create an account {what's here?) downloads Forum! googledorks! photosfart web links  search

_MAY 10, 2004

Googledorks!
#212: "Reguest Details"

"Control Tree” "Server googleDork {g00 g ‘I'DA rk) noun 1. Slang. An inept or foolish person as revealed by Google.
Yariables" .

#2110 Entries by Category

"HTTF FROM=googlebot” Error Messaqes (36)

googlebot.com Really retarded error messages that say WaAY too much!

"Server Software=" Fil L

T iles containing juicy info -

inurl:Firewall -intiklecws Mo usernames or passwords, but interesting stuff none the less, Lol

#210: Filebype:ine Files containing passwords (30)

intext:mysal connect PASSWORDS, For the LOVE OF GOD!! Google Found PASSWORDS! €000

#208: "index of" inurl:recydler

#207 inurl:names.nsf? Files containing usernames (3}

w _ These files conkain usernames, buk no passwaords. .. Still, google finding usernames on the web,, L5
e Eootholds (1)

2205 niitle"Sarmbn Web Examples of qL_IB['IES that_ can help gain a foothold inko & web server

e e T Pages containing login portals (10}

intexk:"Help Waorkgroup” These are login pages For warious services, Consider them the Front door of a site's more sensitive Funckions, ©550

#204 inurl"srnb conf”
inkexk: "workgroup”
filetvpe: conf conf

Pages containing network or vulnerability data (&)
These pages cantain such things as Firewall logs, network information, IDS logs. .. all sorts of Fun stuffl S50

#203: filetype: pdf Sensitive Directories (17)
“fssessment Report” nessus Google's collection of sites sharing sensitive directories, The files contained in here will vary from sesitive to uber-secret) £255

Sensitive Online Shopping Info (0}
| | Examples of queries that can reveal online shopping info like customer data, suppliers, orders, credit info, etc

womore files... Yulnerable Files {3}
goolink.pl added 050404 HUMDREDS of wulmerable files that Google can find on web servers...
The Google Hacker's Guide Yulnerable Servers (15}
added 03/19/04 These searches reveal servers with specific vulnerabilities, These are Found in & different way than the searches Found in the "ulnerable Files" seckion, £
Gooscan Google Scanner Web Server Detection (13)
added 03/11/04 These links demonstrate Google's awesome ability to profile web servers.,
15 Minute Security Guide:
S5H added 02/01]04

wob ot ke el thr e There are 212 entries and 12 Cateqgaries in our database

{doc) added 09/22/03 10 most popular entries 10 most recent entries




File Edit Miew Favorites Tools

Help

= Back » = - @ @ ot | @Search (G Favorites @Media 4 | %v =h ‘ ey

Address I%‘] http:,I',I'groups.google.n:om,l'groups?hI=enSdr=Sde=UTF-8&oe=UTF-88¢hreadm=0096CD1F.C?204Bsﬂ°fo40vax.nott.ac.uk&mum=?2&prev=,l'groups%3Fq%SD%2522martin%23dodge%252Z%lesj G‘JQGD | Links >

GOUS[Q”

Subject:
INSURANCE RISK MAPPING

Mewsgroup:
comp.infosysterns. gis
<= Back | Mo frame | Sort by date

M lgxmid@vax.nott.ac.uk 4 May

| 2 Rama Aysola 4 May 1993
Iy-3 Duane F tdarble 4 May 1993

Bl

All messages from thread

From: lgxmid@vas nott ac uk (lopami ditvas,
Subject: INSURAMCE RISK MAPPING
Newsgroups: comp infosysterns . ais
Date: 1993-05-04 09:02:42 PST

Hello,

I amn undertaking a dissertation concerning insurance risk mapping at

fine spatial resolutions.

I would appreciate any help, information or references relating to the

use of GI3 in insurance business.

Thanks in advance, Martin Dodge

From: Rama Aysola (ramaa@ETAK CObkd)
Subject: Re: INSURAMNCE RISK MAPPING
MNewsgroups: compinfosystems.gis

Date: 1993-05-04 14:20:16 PST

There are sewveral companies who are using digital maps from

Etak Inc in California to assess risk profiles for the insurance
industry. The digital maps from Etak are accurate to 1:24000 and
have addressing. Software tools from Etak in the form of "CF
language libraries allow companies to integrate the mapping and
geocoding (given an address, determine Lat/Lon) into their
applications. For more information please send e-mail to
rinfofletak.com™ on internet.

From: Duane F Marble (dmarble@madnus acs ohio-state edu)
Subject: Re: INSURANCE RISK MAPPING

Newsgroups: comp infosystems.gis

Date: 1993-05-04 17:14.54 PST

What doez "accurate to 1:24000" mean??

Duane F. Marble E-wail: dwarblefmagnus.acs.ohio-state.edu

Departwent of Geography Telephone: (6l14) 292-2250
The Chio Ztate University

Benefits of forgetfulness ?

Message 1inthread

Wiew this arficle only

hessage 2 inthread

WMiew this arficle only

Message 3 inthread

Wiew this arficle only

\



File Edit ‘iew Favorites  Tools  Help ﬁ

daBack ~ = - @) i | @search GalFavortes veda (4| BN S @ B

Address |@| http:/ fgroups. google. comfaroups 7g=":22martin+dodge%: 222&st art=40&hl=endr =Rie =UTF-S&0e=UTF-88scaring=diselm=1996MavA, 1 35056, 55425 %40ucl, ac .ukRrnum=49 j @Go | Links
a
Wieb lmages Groups [News Froogle® more » —

Advanced Groups Search
GO L)gle I martin dodge ﬂl Preferences

GI’OUPS Search result 49 for "martin dodge™

Accurate IP Intelligence = sccurately identity Internet users to a city level, in realtime = wianw, digitalenvoy.net Sponsored Links
MaxzMind IP to Location » Free and Faid Data AP = maxmind. com/’

IP to Country Database = For FHF, 45F, JSF 4
From: Martin Dodge (mdodge @rulc
Subject The Geography of Cybers

MNewsgroups: bit listsery ge
Diate: 1996/11/06

ad at $49 peryear. = ip2location.com

Search Result 49

YWiew: Complete Thread (B articles)
Original Format

Hello,

Just to let any interested people khow that my webh page on "The
Geography of Cykberspace™ has moved to a new UW address. I have changed
job=, S0 my web pages have had to be moved. The new TRL of "The Geography
of Cyherspace™ page iz

http: Adweeee geog.ucl ac.ukfcasadmartin/geography of cyberspace. html

Please update any bookmark you may have. Jorry for the inconvenience.

If vou don't know asbout my "Geography of Cvyberspace™ page, it is simply
a web page providing pointers to a range of information I hawve found
useful in exploring the geographies of the Internet, WWW and
cyberspace.

I would welcome any feedback or comrrents you might have on my web page.

Thanks for your tiwe,
martin dodge

| Centre for Advanced Ipatial Analysis [CL3L)
| Uniwversity College London,

| 1-19 Torrington Place,

| London, WC1E &6ET. United Kingdom.

| Tel : 0171 331 1782 |
| Web @ owewwgeod. uclac.ukfcasal
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Laat revised on (00007, Maeiaiesd Sy (3L DodgeiBeichav.adk)

Clomire for debvanead Spotial duahes (TAS, Thtversiy Colfege Sondad, Datied Elugdam.

YFon are (appromenately) wistor nusker DU T043 sunee D267

I am interested in mnderstanding the nature and geography of Cyberspace. Here is a vather eclectic list of the nseful resources I have come
across. They relate to various resources for measuring and mapping the geography of an embrvonic Cyherspace (i.e. the Internet and
WWW).

If you would like to be kept informed of updates to this page please register to receive the ¥ Geography of Cyherspace Update Bulletin
R Any comments you may have are most welcome. If von wonld like to add a link please feel free to contact me.

What's New on The Geography of Cyberspace Page?
090697 :
1=t Baclrbone maps. Buss Haynal's ISP Fage prowdes a comprehensies bt of liddee to T3P backbone nebeorde maps Also har details on Inbemnst infercoonection
Iek sid M- Wek: Databasee, sn eecalleot eunrmay repsct ' of projecte, research, products snd earwicae that daecribe of apply mbermation

nsuairston technologes for enhancmg use and access to Wetb databazes®. Compiled and mamtained Gerry WMeFaeman and Peter T Wasitk o, Iowa State Universiby, TT5A
Th= Intecs [ ns Umion

The IMET conference procesdings are availstle online agan,
o The proceedings to the ACH Compoter-Human Interacton (CHD) confirences ave onlne
o CH caferetsce, "Magae of Creatinty”, T-11th May 19395, Demrer, TTSA
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Commerce likes to know you (a lot)

According to Ron Kohavi director of data mining and personalization at Amazon.com

E-mail Campaigns

@BLHE MARTINI

When doing an e-mail campaign, make sure to
Personalize the e-mail

Make every link unique (redirection link) to allow
for user identification on clickthrough

Track revenues by clickthroughs and visits by
recipients to site following a campaign

Use unique coupon codes to identify user across
all channels (e.g., use of e-coupon at stores)

Put a “web bug” (single-dot image) that is retrieved
from the server on e-mail opening
Allows computing the e-mail “open rate”

(source: http://robotics.stanford.edu/users/ronnyk/etailKohavi.pdf)



Linking data to give combined portrait

According to Ron Kohavi director of data mining and personalization at Amazon.com

Demographic Overlays

@BLU[ MARTINI

Combine information about your customers
from all possible sources

A great source that is often overlooked is
demographic overlays

Very easy and cheap (8 cents/name) to get
basic attributes like gender, income,

profession, own/rent, car type, etc.

Note: not very reliable per person, but good for averages and
segmentation

(source: http://robotics.stanford.edu/users/ronnyk/etailKohavi.pdf)



Power of maps

1. seeing patterns (eureka moment)

2. revealing process
e (proving theory to others)

3. classifying space and people. enables
geographically specific action
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Dr John Snow’s ‘Cholera’ Map, 1854
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Charles Booth's ‘Inquiry into the
Life and Labour of the People in
London’, 1880s

200, Al Rghts Reserved LLL
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_ .hlwut class Vicious, semi-criminal. F-.{d}r comfortable.Good ordinary camings.

BlVery poor, casual. Chronic wan. B Middlc-class. Wel-¢o-do.

.ED;:: et Colle .Uppu'amiﬂll: and Upper classes.Wealthy.

A sevnabereeiesive of catiowrd — @ ik Slue dwel black, or posk soead
§ e = o ..Mixzd.ﬁumc comfortable, others poor, ool dadindsit bt Pt ot 5 o it il
gt L R s W | 'i'_r-ler e r-l'j'-lrmj.ﬂf 't[T il e E voleres

(Source: www.umich.edu/-~risotto/ )



MAPS FOR WEB
SURVEILLANCE



Difference mapping makes

 visual data mining of social cyberspace

e opportunities to combine powerful capabilities of
software and people, exploits best abilities of both

o fast but dumb calculation and record keeping versus
slow but smart recognition and interpretation

e case studies
1. hyperlink structures
. clickstream visualisation
. list participation / posting
. chat dynamics
. social networks in email
6. activities in 3d virtual worlds

e not designed for surveillance in a negative sense,
but raise privacy concerns in their application

u A W N



1. Hyperlink structures
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2. Web browsing patterns,
clickstream visualisation
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e Research
- NIST’s VISVIP
- Stanford’s WebQuilt
- Ben Fry’s Anemone

« Commercial

- Blue Martini’s ClickViz
Insight’s eBizinsights . :
Vividence ClickStreams =
NetRaker Clickstream




Blue Martini’s ClickViz
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Figure 3. Gender Differences: Males tend to navigate in specific, direct
patterns, whereas women's navigation patlerns include much more
browsing, utilizing much more of the site.
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Figure 4. Checkout process, Purchasers take a direct route through the
checkout process, whereas non-purchasers show a more haphazard
route, including self-edges and early abandonment, possibly indicating
a confusing checkou! process.

(Source: Brainerd, J. and Becker B., 2001. “Case Study: E-Commerce Clickstream Visualization”)



VISVIP

by John Cugini

http://zing.ncsl.nist.gov/WebTools/VisVIP/overview.html)



3. Community structure and
individual participation
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Mailing list affinities

VisualWho by
Judith Donath, MIT
Media Lab
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(Source: http://smg.www.media.mit.edu/projects/VisualWho/ )



. Individual movement and activities
in 3d virtual worlds

Ending Time:




Interactive visualisation tool for analysing user trails in ActiveWorld space.
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Beyond individual privacy rights

surveillance grants the watcher greater power of the
watched

negative implications of censorship and discrimination
(informational, financial and material)

feedback effect - narrowing of choice

enabling better blocking and censorship. chilling of
cyberspace by DMCA and post 9-11 security paranoia

decline in ability to read anonymously. attempted
anonymity will be seen as marker of suspicion and risk

dangers of self censorship
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Euxplorer version 5 and above; Netscape version 6.1 and above; AOL browser
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If you are a Mac user, we recammend that you view this site in Internet Explorer
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JavaScript to speed up your online shopping experience. If you have disabled
either your cookie ar JavaScript function, please refer to your browsers' support
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Metscape or Internet Explorer browesers. If you would like to experience anline

shopping with Marks & Spencer, we recommend you co-install 2 supported
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Ethics of researchers and their tools

maps of social cyberspaces are ‘responsible artefacts’, that do not
destroy what they seek to represent or enhance.

Marc Smith notes, ‘[t]he bright light of social science research can
create an unpleasant glare for participants drawn to a dimly lit online
space.’ (from Invisible crowds in cyberspace: Mapping the social
structure of the Usenet)

Unrelated activities tied together into unified dossiers, sum of the
parts of more revealing

easily drawn into governmental security systems,
commercial consumption profiling systems

moving from discretionary to mandatory

‘software sorted society’ based on their activity patterns



questions ?? | would welcome feedback to
m.dodge®ucl.ac.uk

the slides of this presentation are available at
http://www.casa.ucl.ac.uk/martin/paris04. pdf

Terra Australis Incognita map courtesy of National Library
of Australia http://nla.gov.au/nla.map-nk2456-13

further reading:
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